Auxiliary Communications

(AUXCOMM)

Training Course
Unit 5: Incident Radio Communications Plan

Homeland
Security

OEC/ICTAP

Terminal Learning Objective
Enabling Learning Objectives

TLO: At the conclusion of the unit, the student will
be able complete Form 217A,
Communications Resource Availability
Worksheet, and ICS Form 205, the Incident
Radio Communications Plan

ELO A: Complete Form 217A
ELO B: Complete ICS Form 205

ELO C: Identify security requirements for ICS Form
205 and Form 217A

@ Homeland
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Form 217A: Communications Resource
Availability Worksheet

= Purpose
= Preparation

= Distribution

& Homeland

EE Security
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Exercise 5-1: Form 217A Communications

Resource Availability Worksheet

Purpose/Objective

= Complete Form 217A

= |dentify security requirements for Form 217A
Exercise Instructions

= All AUXCOMM organizations should have the Form
217A(s) that include all auxiliary communications
resources available to that specific group

= |dentify available channels at the state, region, or
local level
@ Homeland
& Security
OEC/ICTAP
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Exercise 5-1: Form 217A Communications

Resource Availability Worksheet (Cont’d)

Exercise Instructions (Cont’d)

= List other available AUXCOMM-related resources
that provide coverage in the AUXCOMM
organization’s area of operation (repeaters,
designated channels, etc.)

= Provide and review samples of Form 217A

@ Homeland
&I Security

OEC/ICTAP
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Exercise 5-1: Form 217A Communications

Resource Availability Worksheet (Cont’d)

Outputs

= Participants will work in small groups to produce a
hard and/or soft copy of the 217A

= Present and discuss results per group

= Present and discuss security requirements
Duration

= 1 hour

& Homeland

Security
OEC/ICTAP
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Form 217A for Group Exercises

ICOMMUNICATIONS RESOURCE AVAILABILITY WORKSHEET Frequency Band Description
Form 217-A Page 1 of 3 3-30 MHz
RX i
ch| cChannel | Channel [Eligiblel Rx | Wide/ [Tone/|  Tx | wide/
# | Config Name | Users [Freq Narrow| NAC |Frequency|Narrow |/ Nac |(A/D) Remarks
RTTY/

1 |80/75 Meters | DATA 3.5700-3.6000
2 | 80/75 Meters | sSB-DX 3.7900-3.8000
3 | 80175 Meters | _ssTV 3.8450
4 | 80175 Meters |AM-Calling 3.8850

Shared with primary
5 | 60Meters 1 5.3305 luser

Shared with primary
6 | 60Meters 2 5.3465

Shared with primary
7 |60 Meters 3 5.3585

Shared with primary
8 | 60Meters 4 53715

Shared with primary
9 | 60Meters 5 5.4085 luser
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Form 217A for Group Exercises

(Cont’d)

ICOMMUNICATIONS RESOURCE AVAILABILITY WORKSHEET Frequency Band Description
Form 217-A Page 2 of 3 3-30 MHz
RX ™

ch| Channel |Channel |Eligible|  Rx wide/ [Tone/ Tx | Wide/ [Tone|Mode
#| Config | Name | Users |Freq Narrow | NAC |Freq Narrow |/ Nac| (A/D) Remarks
10| 40 Meters |RTTY-DX 7.0400
11| 40 Meters |PSK31D: 7.03515
12| 40 Meters | SSTV 7.1710

AN-
13| 40 Meters | Calling 7.2900
14| 20 Meters | PSK31 1407015
15| 20 Meters | RTTY 14.0700-14.0950

NCDXF IDo Not Transmit On This

16| 20 Meters | Beacons 14.1000 Frequency!
17| 20 Meters | ssTv 14.2300

AM-
18| 20 Meters | calling 14.2860
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Form 217A for Group Exercises

(Cont’d)

[COMMUNICATIONS RESOURCE AVAILABILITY WORKSHEET ‘ Frequency Band Description
Form 217-A Page 3 of 3 3-30 MHz
‘ RX T
Channel Eligible| Rx | Wide/ |Tone/|  Tx Wide/ |Tone/| Mode
Ch # Config |Channel Name| Users row| NAC |Frequency| Narrow | Nac | (A/D) Remarks
19 |15 Meters| RTTY/DATA 21.0700 - 21.1100
20 |15 Meters|  Psk31 21.07015
NCDXF IDo Not Transmit On
21 |15 Meters| Beacons 21.1500 [This Frequency!
22 |15 Meters|  ssTV 21.3400
23 |10 Meters| RTTY/DATA 28,0700 - 28.1500
24 [10 Meters|  PSK31 28.12015
NCDXF IDo Not Transmit On
25 |10 Meters| Beacons 28.2000-28.3000 [This Frequency!
26 |10 Meters AM 29.0000 - 29.200¢
29.5200 -
27 |10 Meters|FM Repeaters 29.6100-29.7000 | W | 29.5900 | W, A
28 |10 Meters| FM Calling 29,6000 |CSQ| W [29.6000/cSQ| W A [Simplex Calling
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ICS Form 205: Incident Radio

Communications Plan

= Purpose

= Preparation

= Distribution

@ Homeland

&I Security

OEC/ICTAP
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ICS Form 205: Incident Radio

Communications Plan (Cont’d)

= Determine needs:

What is their assignment?
Who is here?

When are they doing it?

Where are they doing it?

Why are they doing it; what are roles of resources?

How is the incident organized?

How much? What bandwidth/capacity is needed and

over what coverage area?
Homeland
Security

OE

Offce o
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ICS Form 205: Incident Radio

Communications Plan (Cont’d)

= Assess available resources

= Determine most appropriate and available application
of resources

= Shared channels/systems?
= Interconnects (gateways)?
= Radio cache equipment?
= Assign nets
= Create the ICS Form 205
& Homeland

Security
OEC/ICTAP
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ICS Form 205: Incident Radio

Communications Plan (Cont’d)

= Message Coordination

= Incident support (Operational and Technical)

Networks for large incidents may be organized as
follows:

= Command Net

= Tactical Net

= Support Net

= Air Nets (air-to-ground, air-to-air, etc.)
. Staging Area Nets

@ Homelan
&I Security

OEC/ICTAP
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Incident Radio Communications Plan

Sensitive Information

= Generally, IAPs become public information and radio
programming information may become compromised
through general distribution of the IAP beyond
incident personnel

@ Homeland
&I Security

OEC/ICTAP
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Incident Radio Communications Plan

Sensitive Information (Cont’d)

= The Department of Homeland Security (DHS)
restricts the publication of detailed frequency and
programming information regarding Urban Search &
Rescue (USAR) and Disaster Medical Assistance
Team (DMAT) channels to DHS-authorized
personnel who have obtained the necessary
clearances

& Homeland

S Security

OEC/ICTAP
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Incident Radio Communications Plan

Sensitive Information (Cont’d)

= USAR and DMAT frequencies will not be published
on an ICS Form 205, even if known to the COML

= This same philosophy may apply to the Bomb Squad,
SWAT team, military teams, intelligence gathering, or
other sensitive channels being used

= Media access to ICS Form 205

& Homeland
&I Security
OEC/ICTAP
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Incident Radio Communications Plan

Sensitive Information (Cont’d)

= Encryption

= Not allowed on amateur radio frequency per FCC
rules

= Project 25 Digital Standards

& Homeland
&I Security
OEC/ICTAP
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Functional Assignments

| Manager
Safety
Officer
(rettteii FirstAid | \yide Area Wide Area 9 | Local
ommand Post

18

Wide Area

& Homeland
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Functional Assignments (Cont’d)

Determine how the ACM

and subordinate group w
leaders are going to Mﬂ‘ager
communicate.

Safety
Officer

Comms
(Incident ‘ First Aid ‘ parade Parkini
Command Post)

& Homeland
& Security
OEC/ICTAP
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Functional Assignments (Cont’d)

The COML, ACM and

subordinate group leaders
all carry compatible VHF or w
UHF radios that can be l Manager=

interconnected. This
Command (Gold) Net will

be established on the Safety
linked KxAB repeaters. Officer

Comms

(Incident ‘ First Aid ‘ Raaden oo
& Homeland \Command Post)
& Security
OEC/ICTAP

Offce of Emergency Comm
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Functional Assignments (Cont’d)

tactical net will be
used by the First

Aid Stations.
Officer
3_—
N
'

Determine what M
M Manager

\
& Homeland
&F Security
OEC/ICTAP
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Functional Assignments (Cont’d)

All First Aid Station
resources are local and
carry VHF radios. The
group leader and group

members will use the W

KxIJK VHF repeater .. Manager
& Homeland

(Green Net).
First Aid
Security
OEC/ICTAP
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Functional Assignments (Cont’d)

Determine what tactical M
net will be used by il

Parade Support.

- -

Safety
Officer
~

e
e ’ - A @
(Incldemﬂ FirstAd / Parade \ "
7 \
1

Comman
\
. . |
N
7’
_

& Homeland . .

Post)
* Security
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Functional Assignments (Cont’d)

All Parade Support
resources carry dual band
(VHF/UHF) radios. The
group leader and group
members will use the

KxCDE UHF repeater (Red m
Net). Manager

& Homeland

&F Security

OEC/ICTAP
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Functional Assignments (Cont’d)

Determine what tactical M
net will be used by

Manager
\

Safety
Officer

Parking.

1.
(Incident o Parade
Command | | FirstAid ’ 2 N
Post) / \
1 \
1
1
e )
& Homeland )
& Security \ ’
OEC/ICTAP S _’
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Functional Assignments (Cont’d)

All parking lots are in the
same area of the Central
City and parking resources
carry VHF radios. The

group leader and group Manager
members will use the
simplex channel 147.5850
MHz (Blue Net).
& Homeland
& Security
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Functional Assignments (Cont’d)

Visually, it all can be
represented like this .... Manager

< /

Safety
Officer
Gold Net

g e
(Incident o Parade
[ ey First Aid g
Post)

Red Net Blue Net

Green Net

& Homeland .
&F Security

OEC/ICTAP
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Functional Assignments (Cont’d)

= Management positions (typically) within the
AUXCOMM function need to monitor and participate
in radio nets both above and below them

= Two options are generally available to meet this
requirement, carrying two radios or scanning

= A third option, if two bands are being used, is a dual
band radio that allows simultaneous use of both
bands

5 Homeland

&I Security

OEC/ICTAP
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ICS Form 205 (AUXCOMM

Communications)

[ 7. DtarTioes Frapared 3 Operanasst Rertod.
PamADE Dt a4 Dt Proer: PAOIS Diata Pae Tobind
T 1000 Torss Froem_ 0800 T Ta: 1800
s | o
Mt W | Toras Tanat | 40,0 R
angrmart oW | WAC | TaFmq Worw | MAC | ww)
: AuComm | ' .
ACTICA aan s | emonw | won | suoow |0 | s
[ — % u : at3| A
ACTICN e o | 00w | W13 | wrvosw | wna
3 | TAcTica Rl Fraag | Msusow | 680 | wesmow 1m0 A
4 | TAcTica RaCoE Paste Vg | M2 N00W | CBO | aer3mow (03| A Pt bt
5 | TACTICAL [ Paig | MTSMOW | C5O | MTSMOW | C3O | A i St
T Wasihg SPARE | MTIMSOW | C5O | MTTRSOW | 050 | A | Liedorsmesson f nesded
" - SRARE | SMACOD0W | £SO | SMLO000W | £30 | A | Lived e eepasssen f rmedied
5 Bpecial inatructions:
L Praparsd by |Commurscabors Lot Lasderl: s 5 Boctier (WOADTE) Boraien. £ Seme
EED WP Pags 4 DetaTioma: 711201 1000

29
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Completion of ICS Form 205

To Complete the ICS Form 205, first fill out header

information:

INCIDENT RADIO COMMUNICATIONS PLAN (ICS 205)

1. Incicdent Nama: 2 DateiTime Propared: 3 Oparational Period:
PARADE Daie: THRGH Dule From: T20% Do To: 7962014
Time: 1000 Time From: (800 To: 1

4 Basic Radio Channet Uss:

e

o Trorked e ™ Mode
Zone | Cn Rater Bywtern RAFreqg N Tooal Toesl | (AD Rervaria
Om |0 | Funcien Takgros Msigereers | oW | MAC |TXFeq NerW | MAC | erM) |

a Homeland

S Security

OEC/ICTAP
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Completion of ICS Form 205 (Cont’d)

Then complete each line, preferably by “copy/paste”
from an already completed Form 217A:

1. Incidant Kame: 2. Date/Tima Prepared: 1 Operational Paricd:
PARADE Daa: TH204 Date From: T0W  Due To: 420t
Time: 1000 Time From: 0800 Tieng Ter 1800

Chanrel

NameiTrsed R T | e
Zone | En Rads Sysier REFreg N | Tone Tone! | AD. Fomria
6o | 0| Fucn Tadgro hasgrrmen o MAC | TxFmg NorW | MAC | oM
1 c AnComm | 200 Goid Nat: Linked o Ch #2 a2
TACTICAL L] MyrhS AE00W | 1000 | 4E3M00W | 1000 | A i Tl

Updating the Function, Assignment and Remarks columns as
required for each line on the ICS Form 205 as it is added.

5 Homeland
&I Security
OEC/ICTAP

Offce of Emergency Communications / Interoperable Communications Technical Assistance Program a1

AUXCOMM UNIT 5 INCIDENT RADIO COMMUNICATIONS PLAN

Completion of ICS Form 205 (Cont’d)

Until all nets are properly documented.

1. Incidant Kame: 1. Data/Tima Prepared: 3 Il Period:
PARADE Date: TG4 Dwta Fros: 7742014 Date Te: T/2014
Tima: 1| Tima From: 0800 Tima To: 1800
4 Baaie Radic Channel Use:
T T Chanrsd
Mo - ™
o P e nxPimg N | Tooa Torat | D F—
Gm | 8| Funcen Tegros | Awgeent | oW NaC | Tabre worw | NAS | wiy |
AexCommm ¥ o ekl Not: Linked 10 Ch 52 at
TACTICAL KB Ngr & Bupwn | 1HEH00W | 1000 | 163400W [ 1000 | A i el
AanCoerm - " 5 n Gioked Net: Linked 1o Ch #1 &2
2 | TACTICAL (] Ngr & Bugs | MEI00W | 1413 | 4700w 13| A kol i
3 | TACTICAL Kl Firat il 145 MS0W | CSO | 4 SS0W 120 A Groen Net
4 TACTICAL L= 3 Paeade Mgt | 4422000W | CSQ | 4472000 W AL1E ] A R et
L TACTICAL Simplex Parking WISEOW | CSO | WTSESOW csa A B Mot
¥ Homeland
& Security
OEC/ICTAP
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Completion of ICS Form 205 (Cont’d)

And not forgetting to complete the footer information!

. Prepared by (Commusicatons Uni Leader: Name: 5. Spotter (WN4PTC) Sgnare; 5. Seeen

S 205 | 4P Paga_4__ | DateTime: it 1000

The convention calls for frequency lists to show four digits after

the decimal place, followed by either an “N” or a “W”, depending
on whether the frequency is narrow or wide band. Mode refers
to either “A” or “D” indicating analog or digital (Project 25).

REMEMBER - the ICS Form 205 is part of the IAP!

¥ Homeland

£ Security

OEC/ICTAP
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Exercise 5-2: ICS Form 205 Incident

Radio Communications Plan

Purpose/Objective

= Complete an ICS Form 205
= |dentify security requirements for an ICS Form 205
Instructions

= Review exercise 5-2 background, scenario, tasking,
resources, parade map, and organization chart

@ Homeland

&I Security

OEC/ICTAP
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Exercise 5-2: ICS Form 205 Incident

Radio Communications Plan (Cont’d)
Outputs

= Completed ICS Form 205 including security
requirements

= Present and discuss results per individual or group

Exercise Duration: 1 hour

@ Homeland

&I Security

OEC/ICTAP
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Background

= Annually on July 4, the Central City holds the largest
parade in the region drawing from 5,000 to 7,500
attendees, including entrants

= The parade typically draws from 75 to 100 entrants
(bands, floats, etc.) from throughout the state

= The parade route is 1.25 miles long along the east
bank of the Central River

= The parade starts at 10 am local time and is typically
over by 12:30 pm

& Homeland

S Security

OEC/ICTAP
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Scenario

= Because Central City is a small community, it relies
heavily on volunteer support through its Community
Emergency Response Team to its public safety
agencies for large events such as the July 4 parade

= The July 4 parade is managed by the Fire & Police
Chiefs and Emergency Manager using a unified
command structure (see Organization Chart)

@ Homeland

&I Security

OEC/ICTAP
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Scenario (Cont’d)

= Central City provides parade monitors along the
entire route of the parade to keep the parade flowing
and to watch for disruptions and people in need of
first aid or other special attention

= Central City provides a first aid station and rest area
for attendees

Homeland
Security

OE

Offce o
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Tasking

= The Emergency Manager (EM) has called the Central
City’'s Community Emergency Response Team
(CERT), asking for the following CERT support,
including communications support from the
AUXCOMM Manager

= Place no more than two Auxiliary Communicators at
the Command Post (located in a Command Vehicle
near the Reviewing Stand) to relay AUXCOMM radio
traffic between Command and Auxiliary
Communicators staffing field activities

3 Homeland

S Security

OEC/ICTAP
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Tasking (Cont’d)

= Emergency Manager’s request (Cont'd)

= Provide Auxiliary Communicator shadows to the 3
parade management staff handling parade staging
in the assembly area near the start of the parade

= Provide Auxiliary Communicator shadows to the 6
parade monitors spread every .25 miles along the
route to monitor parade flow and report problems

@ Homeland

&I Security

OEC/ICTAP
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Tasking (Cont’d)

= Emergency Manager’s request (Cont'd)

= Provide Auxiliary Communicators at the First Aid
Station to report urgent care requirements to the
Command Post and to assist with dispatching
EMS or first aid volunteers to field incidents
reported by any parade personnel or CERT
volunteers

Homeland
Security

OE

Offce o
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Tasking (Cont’d)

= Emergency Manager’s request (Cont'd)

= Central Fire Department dispatches EMS which is
provided by a private ambulance company that
has its own UHF radio system using UHF Med
Channels for dispatch and hospital
communications

3 Homeland

S Security

OEC/ICTAP
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Tasking (Cont’d)

= Emergency Manager’s request (Cont'd)

= Provide radio-equipped CERT members to staff
entrances to two public parking lot entrances and
assist motorists into lots, reporting parking lot
status and any first aid/safety needs to the
Command Post

@ Homeland

&I Security

OEC/ICTAP
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Resources

= 15 CERT members serving the Central City area who
are licensed Amateur Radio operators. Ten will have
dual band (VHF/UHF) radios and five will have no
radios

= Central City’'s Command Vehicle is equipped with two
VHF and one UHF Amateur radio station

Homeland
Security

OE

Offce o
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Resources (Cont’d)

= Central City has a cache of 5 VHF portables of the
same model used by fire and police, and typically
used for special events

= These radios are front-panel programmable and
cover the frequency range of 138 to 174 MHz. Each
has a rechargeable battery plus AA battery clamshell
for backup

3 Homeland

S Security

OEC/ICTAP
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Exercise 5-2: Planned Event: Parade

g Homeland
&I Security

OEC/ICTAP
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Exercise 5-2: Planned Event Parade

Organization Chart

Liaison Officer H

1
Operations Planning Logistics
Section Section Section

Public Works
Branch

Fire/Rescue Branch EMS Branch

S Dbtz Removal ]
Debris Removal
Group First Aid Group Parking Group
Traffic Signs

Fire Suppression
Group

Transporiation
. Use this org chart as reference to support the incident

¥ Homeland

&I Security

OEC/ICTAP
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Unit 5: Summary

1) Completed Form 217A, the Communications
Resource Availability Worksheet.

2) Completed ICS Form 205, the Incident Radio
Communications Plan.

3) Identified security requirements for Form 217A and
ICS Form 205.

g Homeland

S Security

OEC/ICTAP

Off of Eergency Conmunications neraprable Commicatons Teenial Assarc Progran M

AUXCONM UNIT 5 INCIDENT RADIO COMMUNICATIONS PLAN




Homeland
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